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The next era of AI is here
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Evolution of AI
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AI will make our world of 8B people 
feel like one with the capacity of 80B



All of this has massive implications for 
our customers’ technology architectures
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Infrastructure

constraint
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Inferencing demand
Power  I  Compute  I  Networking
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Duration of autonomous execution
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Trust

deficit
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Model threat vectors
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Agent threat vectors
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Data

gap
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Data is the essential fuel for AI
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Data is the essential fuel for AI
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We’re addressing all of these 
challenges head-on
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Cisco is the critical infrastructure 
for the AI era
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The world is experiencing the largest 
expansion of data centers in history
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Foundations of Cisco 
Data Center Switching

Silicon

Operating Model

Software (OS)

Cisco Nexus
Data Center 
Switching

Systems
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Silicon and systems
Silicon diversity

Smart switches

Ultra low latency

• Next-Gen ULL ASIC

• Silicon One based, 3.2T

• Enable 10G to 25G market transition

• Cisco Cloud Scale and Silicon One ASICs powering Nexus

• Port speeds up to 400G / 800G

• SerDes speeds up to 25G / 50G / 100G

• Built-in DPUs for services acceleration

• Multiple service functions at ASIC performance – security, NAT, telemetry

• Programmable pipelines for service firmware
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AI Networking

Cisco Compute

Cisco Networking

Data Platform

AI Platform

Inter-GPU Backend Network

GPU nodes

Frontend Network Storage Network Management Network
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Cisco Nexus high density 800G & 400G fixed switches 
Cisco AI PODs embedding the latest Nexus Switches

ACI Leaf, ACI Spine, and NX-OS 
25.6T, 19.2T, and 12.8T 400G switches 
120MB smart buffer 

Security 
MACsec and CloudSec 

Telemetry 
FT, FTE, SSX, INT-XD 

Nexus 9332D-GX2B 
32p 400G 

8p MACsec/CloudSec 
Nexus 9364D-GX2A 

64p 400G 
16p MACsec/CloudSec 

Compact 2RU 51.2T Switch

G200 ASIC (5nm) | 100G SerDes | 256MB packet buffer

64 800G ports | Up to 128 line-rate 400G ports (2x400G breakout)

Choice of QSFP-DD800 or OSFP ports

Multi Core x86 CPU | 32GB RAM | 128GB SSD

Cisco NXOS spine and AI/ML spine/leaf capable

N9364E-SG2-Q or N9364E-SG2-O

512-wide radix
Fully shared packet 

buffer
Advanced load 

balancing
Low Latency

Nexus 9300 64-port 800G Switch
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Best performance for AI networks

Powering AI Fabrics

Advanced load balancing capabilities for 
AI Networks

READY

Introducing Cisco Intelligent 
Packet Flow

F E A T U R E S

Equal Cost Multi Path Load Balancing 
(ECMP)

Dynamic Load Balancing (DLB) with 
Load and Congestion Awareness

Dynamic Load Balancing Per packet Mode 
(Packet Spray)

Weighted Cost Multi Path Load Balancing 
(WCMP) with Dynamic Load Balancing 

Policy Based Flowlet Load Balancing

Equal Cost Multi Path Load Balancing 
(ECMP) Static Pinning

Intelligent load balancing for every 
path, every flow

Spine Spine Spine

LeafLeafLeafLeaf
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Compute AI portfolio
Address AI workloads with visibility, consistency, and control

Full-stack AI with compute and networkingDense compute for demanding AI

Enterprise AI edge
Cisco UCS blade (with GPU extensions) and

rack servers

Cisco UCS® 
GPU-dense servers

PCIe and NVLink Servers

RTX PRO SERVER 
Supporting RTX PRO 6000 Blackwell Server Edition GPUs

Optimize the model
Fine-tuning and RAG

Use the model
Inferencing

Build the model
Training

Validated solutions for AI with compute, network, storage, and software
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Cisco UCS Compute Portfolio
M A I N ST R E A M  E N T E R P R I SE  S E R V E R S A I  SE R V E R S

New

New

New

New

New

New

UCS C885A M8
8RU Dense GPU Server

New

New

New
UCS C845A M8
4RU MGX Server

New

New

New

New

UCS x580p M8

UCS  X-Series
X9508 Chassis

IFM Module

UCS X210c M7

UCS X210c M8

UCS X410c M7

UCS X-Series Direct

UCS X215c M8

UCS C240 M8E3S
36 EDSFF E3.S1T

UCS C240 M7SN
28 NVMe

UCS C240 M6S
14 SSD/HDD Media drive 

UCS C240 M6N
14 NVMe Media Drive

UCS C220 M8S
10 HDD/SSD/NVMe

UCS C220 M7N
10 NVMe

UCS C240 M8L
16 LFF + 4 SFF

UCS C245 M8SX
28 HDD/SDD

UCS C225 M8S
10 HDD/SSD

UCS C225 M8N
10 NVMe

UCS C220 M8E3S
16 EDSFF E3.S1T

UCS C240 M8SX
28 HDD/SDD/NVMe

New

UCS C880A M8
10RU Dense GPU Server

RTXPRO

RTXPRO

RTXPRO

New
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Cisco UCS C880A M8
AI Supercomputer

Accelerating advanced AI in every data center.
Expanding Cisco UCS Dense AI Servers portfolio 
with NVIDIA Blackwell flagship GPUs

Purpose-Built for AI and High-Performance Computing

27

Cisco UCS C880A M8

NVIDIA HGX with

8 NVIDIA B300 (SXM) GPUs 

NVIDIA NV-Link

2  Intel Xeon 6th Gen Processors

• Service Providers

• Financial Services

• Manufacturing

• Healthcare and Life 
Sciences

• Automotive

Real-Time Large Language Model Inference​

Next-Level Training Performance

Large-Volume Data Processing



© 2023  Cisco  a nd/or its af filiates. All rights rese rved.   Cisco  Con fident ial Work 
from 
home 

Stateless Computing

SIM Card
Identity for a phone

Profiles
Identity for a server

Intersight Server Profiles

Network Policy

Storage Policy

Server Policy
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Server Profile
Template

BIOS

Boot

NTP

LAN

SAN

SNMP

LDAP

Storage
vKVM

Hardware

Power

Server Profiles

Server Profile Templates

29

Policy-based configuration of UCS servers
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Incremental, atomic-level 
–or- fabric-based 
cluster scale

Fully supported stack 
including Cisco and 3rd 
party components

Deploy AI with confidence

Orderable, use case 
driven AI-ready 
infrastructure stacks

Cisco CVD, NVIDIA ERA

Inferencing.
Optimization. 
Training.

Cisco CX
Success Track

H IG H - P ER F OR M AN C E
N E TW OR K IN G

A CC EL ER A TE D C OM PU TE

K UB E R N E T E S

NEXUS

Cisco AI PODs

A D V A N C E D  
S E R V I C E S
I N C L U D E D

OptimizationTraining Inferencing

UCS®

Cisco AI PODs
A scalable architecture, built to support any AI workload simply & efficiently

EX T EN D T O
S T OR AG E  PL A TF OR M  

E C OS Y S T E M

C I S C O ®  
S E C U R I T Y

AI Def ens e Hypers hield

Firewall /Nexus® S mar tSwi tch

O B S E R V A B I L I T Y

Ope n tel emetr y e xt ens ions

W O R K L O A D  M A N A G E M E N T  &  O P S

E X T E N D  T O  

OP ER A TI ON S A UT OMA TI ON

INTERSIGHT® &
NEXUS DASHBOARD

A I S O F TW AR E

NIM Operator

NeMo
CUDA
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Cisco Secure AI Factory with NVIDIA 

Cisco
 AI Defense 

Cisco 
Hybrid Mesh 

Firewall 

Isovalent 

Secure 
Firewall 

Hypershield 

Cisco 
Security 

Cisco UCS 
NVIDIA HGX, MGX or RTX PRO Servers
NVIDIA BlueField®-3 DPUs​
Managed with Cisco Intersight®​

CISCO 
COMPUTE

Cisco Nexus 
Cisco Data Center Switching w/ Silicon One® 
Managed w/ Cisco Nexus Dashboard or Nexus 
Hyperfabric

CISCO 
NETWORKING
& OPTICS

Cisco AI POD

NVIDIA 
AI Enterprise 

NeMo NIMs Blueprints 

Run:ai AI Workload & GPU Orchestration

NetApp | Pure Storage | VAST Data | Nutanix | 
Hitachi Vantara 

PARTNER 
STORAGE

AI App 
Monitoring

AI Infrastructure 
Monitoring

Log Analytics

Splunk 
Observability 

KUBERNETES 
PLATFORM

Red Hat OpenShift on RHEL CoreOS
Upstream Kubernetes on Ubuntu
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Customer journey

AI maturity model

Early interest in AI, 
conversation 
happening

AI experimentation 
mostly in tactical data 

science contexts

Awareness Operational Systemic TransformationalActive

AI in production with 
best practice experts 
and technology and 

available to organization

Pervasive use of AI; All 
new digital projects at 

least consider AI

AI is part for the 
business DNA

AI NativeAI ReadyTraditional AI OptimizedAI Emergent 

AI 
Business

AI 
Infrastructure

Not in the conversation; 
Maintaining legacy 

big-data infrastructure

Some public cloud or 
single GPU server; 
Modernizing data 

platform

First secure AI cluster 
supporting a major 

use case

AI infrastructure 
begins to scale for 

multiple lines of 

business

AI capacity = 
revenue potential

1

Source: NVIDIA | Cisco

33

5
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Make it real for customers 

Leading through the maturity journey

34

Agentic workflow 
demos

AI Defense Demo Cisco-on-Cisco 
Journey demos / EBCs 

Infrastructure Capacity 
calculators

AI readiness 
assessments

TCO / ROI 
calculators

Demo gear in 
SE GEO labs

Reference Architectures, 
CVDs & White Papers



Luka Markota

25.09.2025

Next generation DC 
workload Security



Agenda
‣ Sigurnost u Data Centru – zašto 

segmentirati?

‣ Regulatorni okviri – zašto sada?

‣ Cisco Secure Workload & Isovalent 
– kako mi to radimo?



Agenda



Sigurnost u Data Centru – 
zašto segmentirati?
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Securing Application Workloads – Threat Landscape
Using Network Security Controls

Simple right? 

Datacenter
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Securing Application Workloads – Threat Landscape
Using Network Security Controls

Datacenter

But what if it gest compromised?



41© 2024 Cisco and/or its affiliates. All rights reserved. Cisco Partner Confidential   

Cisco Confidential

Securing Application Workloads – Threat Landscape
Using Network Security Controls

And this is only a part of the story…….
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Securing Application Workloads – Threat Landscape
Using Network Security Controls

42

Initial Access1

Lateral 
Movement

2

Priv escalation3

Exfiltration4
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Application Workload Evolution
Workload Security is Getting More Complex!

Hybrid

Private Public

Before 2006 2006 2014 2016 2021

Virtual Machine

Public Cloud

Maturing of containers

K8s Mainstream 
adoption

Serverless and more…

Bare Metal

2022
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But… what is an application workload?

App-tier

DB-tier

Front-end

Firewall 
Engineer

Network 
Engineer

Application 
Owners

Cloud 
Engineer

Cloud-Native
Engineer

• Vlans/VRF

• Subnets

• Contracts

• Zones

• Subnets

• ACLs

• Service

• Application

• Workload

• VPC

• Subnets

• Security Groups

• Namespace

• Service

• CNI
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Segmentation and Policy Control Challenges

Organizational Challenges

People

Process

Technology

Multiple teams, 
organizations and 

environments

Inconsistent islands 
of policy controls 

across 
environments

Network 
Security

NetSec Admin DevSecOps

Cloud-Native 
Security

Cloud Architect

Cloud Security

Server/VM Admin

Workload 
Security
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Secure Workload Use-Cases

Vulnerability detection 
and protection

Behavioral detection 
and protection

Microsegmentation



Regulatorni okviri – 
zašto sada?
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Digital Operational Resilience Act (DORA) Pillars

BRKSEC-2161 48

European Supervisory Authorities

Reference
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Mapping: DORA TO NIST CSF 2.0

ID.AM-1 – Article 8
ID.AM-2 – Article 8
ID.AM-3 – Article 8, Article 9
ID.AM-4 – Article 8
ID.AM-5 – Article 8

ID.RA-1 – Article 8
ID.RA-2 – Article 45

PR.IR-1 – Article 9 DE.CM-1 – Article 9, Article 10
DE.CM-9 – Article 9, Article 10

RS.MI-1 – Article 9, Article 11 
RS.MI-2 – Article 9, Article 11

Chapter VI:
Information Sharing

Chapter II: 
ICT

 Risk Management

NIST CSF 2.0DORA

Chapter III: 
ICT-Related

Incidents, Management, 
Classification and 

Reporting

Chapter III: 
ICT-Related

Incidents, Management, 
Classification and 

Reporting

Chapter III: 
ICT-Related

Incidents, Management, 
Classification and 

Reporting
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Mapping: NIS2 TO NIST CSF 2.0

BRKSEC-2161 50

ID.AM-1 – Article 7
ID.AM-2 – Article 7
ID.AM-3 – Article 11
ID.AM-4 – Article 7
ID.AM-5 – Article 7

ID.RA-1 – Article 12
ID.RA-2 – Article 29

PR.IR-1 – Article 21 DE.CM-1 – Article 21, 23
DE.CM-9 – Article 21,23

RS.MI-1 – Article 23 
RS.MI-2 – Article 23

Chapter II: 
Coordinated Cybersecurity 

Frameworks

NIST CSF 2.0NIS2

Chapter II: 
Coordinated Cybersecurity 

Frameworks 
Chapter VI: Information Sharing

Chapter IV: 
Cybersecurity Risk-

Management 
Measures And 

Reporting Obligations

Reference

Chapter IV: 
Cybersecurity Risk-

Management 
Measures And 

Reporting Obligations

Chapter IV: 
Cybersecurity Risk-

Management 
Measures And 

Reporting Obligations

https://www.nis-2-directive.com/NIS_2_Directive_Articles.html

https://www.nis-2-directive.com/NIS_2_Directive_Articles.html
https://www.nis-2-directive.com/NIS_2_Directive_Articles.html
https://www.nis-2-directive.com/NIS_2_Directive_Articles.html
https://www.nis-2-directive.com/NIS_2_Directive_Articles.html
https://www.nis-2-directive.com/NIS_2_Directive_Articles.html


Cisco Secure 
Workload – kako 
mi to radimo?
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Put do mikrosegmentacije kroz Cisco Secure Workload

Application Workloads

Software Defined Access 

Employee Network

IOT Device 
Network

Administration 
Network

Guest Network

Campus

T
e
le

m
e
tr

y

1

Secure 
Client NVM

1

Cisco ISEDNA Center
2

3

E
n
fo

rc
e
m

e
n
t

5

DNS

Discovery/Context
2

Policy Analysis4

Container Bare Metal VM

Cyber 
Vision
Center

Policy Discovery

Discovery 
and

Context

ADC
F5/NetScaler

Hypervisor with 
DPU

Third-Party
Vendors

Policy

5

Enforcement
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Identifying workloads with context 
(labels/tags/annotations)

Label Key Label Value

Org AcmeFinance-Internal

Location AWS

Application Retail-Banking

Role WebServer

Environment Production

Compliance PCI-CDE

Hostname Winserv2251

OS Windows2019

CVE CVE-XXX

User/Group Bob/Developer

10.8.3.5

Application 
Context

Regulatory 
Context

Security 

Context

User 
Context
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Application Dependency Mapping
Policy Discovery of Clusters – Behavior-Based and ML Grouping
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Policy Discovery & Analysis and Enforcement

Application Workloads Classification
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Cisco Secure Workload

56

Any Infrastructure, Any location, Any Application, Anywhere

56

Container Bare Metal VM

ACI

Secure Firewall

ADC AGENTS

SECURITY GROUP

VPC - 1

VPC - 2

AGENTS

NETWORK SECURITY GROUP

VNET - 1

VNET - 2

VPC - 1

VPC - 2

AGENTS

GCP FW

Consistent microsegmentation from on-premises to the cloud

SECURE FIREWALL

VPC Sec

SECURE FIREWALL

VNET Sec VPC Sec

SECURE FIREWALL

VPC/VCN Sec

SECURE FIREWALL

Agentless

Secure Firewall

Loadbalancer (ADC)

ACI

Network Security 
Group (Azure)

Security Group 
(AWS)

GCP Firewall (GCP)

On-Prem

Cloud

Secure Firewall

NVIDIA DPU

On Premise Public Cloud

Bare Metal Servers Virtual Machines Containers

Agent

Windows Server

Windows Desktop

IBM AIX

SUSE, RedHat

Ubuntu, Debian

Amazon Linux

Anywhere

Centos, Rocky,  
Alma Linux

OpenShift/K8s

Oracle Solaris/Linux

Baremetal Server 
with DPU

Hypervisor with DPU
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Kubernetes - The Universal Standard To Deploy All Applications
A Hybrid and Multi-Cloud Infrastructure Layer Supporting Both Modern & Legacy Workloads

Kubernetes

v

AI / ML Workloads

High Performance and Adaptability.

v

Legacy VM Workloads

Seamless Migration and Integration

Bare Metal

v

Modern Applications

Rapid Deployment and Scaling.
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The Network has Always Been Essential to Enterprise Requirements
But Kubernetes Environments Are Challenging for Enterprise Infrastructure Teams

Kubernetes

APP“Black Box”
APP

IP Address

APP

IP Address

APP

IP Address

Firewalls
& VPNs

Security Reliability

Load
Balancers

Routers &
Switches

Scale &
Performance

Taps, Logs,
SIEM

ObservabilitySecurity ReliabilityScale &
Performance

Observability
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Kubernetes

Isovalent Enterprise Regains the Visibility and Control Enterprises Need 

APPAPP APP

Isovalent Enterprise CNI

APP

IP Address

APP

IP Address

APP

IP Address

Security ReliabilityScale &
Performance

Observability SecurityReliability
Scale &

Performance
Observability
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GKE AKSEKS

Kubernetes
Application
Workloads

Any Transport
Cisco Hrdw

On Prem
VMware / OpenShift / Private Cloud / Colo

This is Why Cisco Acquired Isovalent. 
It’s the Technology Foundation for Cisco’s Hybrid & Multi-Cloud Networking & Security Strategy

Networking, Security Policy, and Observability, Consistent Across All Enterprise Infrastructure

Consistent
Network & Security

Platform

Kubernetes

APP APP APPAPPAPP APP

Private Cloud

Isovalent Enterprise CNIIsovalent Enterprise CNI
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Why Enterprises Select Isovalent Enterprise Platform

KubernetesBenefits of 
Kubernetes 

Are Real

Hidden 
Complexity of 

Enterprise 
Requirements

Security &
Compliance

Reliable
Connectivity

Rich
Observability

Scale &
Performance





Thank you
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